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EEEB O DATA SECURITY PRACTICES FOR OFFSITE WORK

When working remotely, staff will face a number of data security and privacy challenges. Many
will be similar to those faced while working in district, such as phishing emails and registering for
online software. However, some additional challenges, such as virus protection and system
updates, need to be considered as well.

WORK ENVIRONMENT

* Separate work area from non-work related activities.

* Take steps to keep sensitive information private from others.

* Shred any documents containing sensitive information.

e Connect to in-district resources only through authorized VPNs.
* Password protect remote office Wi-Fi networks.

* Use only approved software and tools to perform work functions.

* Follow established district policies and procedures.

DATA PROTECTION REMINDERS
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